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ABSTRACT: Small and Medium Enterprises (SMEs) in Kenya hahectantly laid focus on
information system security which has hampered traw most firms resulting in stagnancy.
Like the rest of Africa, SMEs in Kenya are facethweixertions of malicious system corruption,
espionage, electronic fraud and malicious hack@snsequently, Information Communication
Technology (ICT) SME firms fail to reap the bersedit information system security such as firm
growth and economic opportunities. This study sotmlestablish the role of information system
security in growth of SMEs in Kenya. It soughtstablish the role of technology, infrastructure,
finance and quality control on the growth of ICT B3 The study adopted a descriptive
research design. The population included the openat managers of various ICT firms in
Nairobi. Qualitative and quantitative techniquesreveised for data analysis. The study found
that quality control, followed by finance, and taology contributed most to the growth of ICT
SMEs in Kenya. Infrastructure was found to be #ast contributor. This study recommends that
extra attention should be given to information eyst security in the ICT industry. It further
recommends that ICT SMEs should devote more aiterit quality control, finance and
technology, to ensure that information systemssareire, efficient and effective

KEYWORDS: Information System Security, Information Communigat Technology,
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INTRODUCTION

In Kenya micro-enterprises are those with 10 ordieworkers, small enterprises have from 10 to
50 workers, and medium enterprises have 51 to 1@@exs (Gray, 2000). The Government of
Kenya (2005) defines SMEs as those enterpriseitheg between 1 and 50 employees, whether
formal or informal. SME growth can be significandphanced through adoption of information
communication technology (ICT). Earl (2002), indesthat the evolution of SMEs with respect
to information systems security is dependent upenusage of ICT. Information security is the
protection of information within a business, and fystems and hardware used to store, process
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or transmit this information (Whiteman and Mattrd2)03). Over the last several decades,
managers have become aware that information andrmation systems are critical
organizational resources. It might be assumedgtbe, that the security of information and
information systems would be seen in a favoralgetliHowever, security of ICT SMEs has so
far received little managerial attention; in faxy, 1986, security administration had evolved into
a separate functional unit in only about 60% ofaatianizations (Hoffer and Straub, 1989 as
cited in Black, 2010).

Information security has evolved and in the last fears there has been renewed interest in the
subject worldwide; this is evident from the mangnstards and certifications now available to
guide security strategy (Venter, Coetzee and Ldiagute, 2009). Much like any other business
asset, information is an asset that needs to aeegically managed and protected. It is therefore
imperative that leaders of organizations and pagity SMEs understand the value of
information contained within their business systeansl have a framework for assessing and
implementing information security (Kimwele, Mwangnd Kimani, 2010). Clear (2007), states
that data security is critical to the operationdiohs. Without the ability to store, process or
transmit data securely, operations may be compeamisvith the potential for serious
consequences to trading.

Many studies have addressed computer securityrniafiton security, cloud security, internet
and network security but there are hardly any stidonducted that have addressed the issue of
information system security in ICT SMEs in Kenyaiid study makes an initial attempt to
explore the issue of SME system security with rédartheir information.

LITERATURE REVIEW

Von Solms (2000) emphasized that information ségumas evolved through three waves.
Firstly, the technical wave demonstrated by a tmethnapproach to information security.
Secondly, the management wave which includes a iggpunterest and involvement from
management to protect information, and thirdly, ithetitutional wave where best practices and
codes of conduct are adopted. Management is focasegroving the information security
strength of the organization by implementing infation security into the organizational culture,
certification, and continuous measurement and raang. While viewing information security
from a waves perspective is beneficial, a moreataiapproach to viewing information security
is from a stages of growth perspective becauseagestof growth perspective attempts to
identify the antecedents of change over time aodige researchers and practitioners with tools
to better study and manage organizational changarn(y, 2008).

ESA (2009) indicated that technology is practicpplecation of knowledge that brings out

something entirely new in a completely new way.hredogy can be seen as doing new things
within an organization. Technology and softwareedepment are directly related. This is why
software development is important in any technaaliinformation system advancement
(Terlizzese, 2012). Technology always plays a vdienever an information system is involved
in an organisation.
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Infrastructure is best when it is offered as a iserv Techtarget (2011) indicated that
infrastructure as a service is a provision modetghorganizations outsource their equipment to
be used for support operations including storagejware, servers and networking components,
while the service is responsible for housing, ragraind maintaining it. Patel (2006) argued that
infrastructural architecture is important espegialVhen adapting to different architectural
designs that other companies have embraced wtikierivironment.

Financial investment is important in any businesgrenment. Inadequate credit normally leads
to ineffective management of business assets amdaft enterprise information system which
creates poor integrity of financial information whireduces the value of the enterprise financial
information (Harris, 2010). Most financial institoms will not give funding to businesses that
cannot provide collateral, so technopreneurs agaired to be creative in the startup stages to
generate enough revenue, so as to acquire andhasedllateral to fund for the long term
obligations that will assist their businesses tmnginstead of stagnate (Akrani, 2011).

Shewhart (2001) emphasized that adding value isaspect of quality control that many

organisations avoid, yet it contributes to growth manufacturing industries today. When
enterprises adopt value added features like remtucti the risk of occurrence of a safety incident
or accident, reduction of the risk of occurrenceaof environmental incident or accident,
improved assurance of specified product or sergicaity, improved actual product or service
quality, reduction of product or service deliveyst; reduction of the delivery time for product
or service and improved management of resourcemghu facilities and financial) then

businesses will undeniably grow (Federation of $iBatsinesses, 2007).

All these four variables, i.e. technology, infrasture, finance and quality control have a critical
bearing on information systems security in an IGWES Their conceptualised relationship is
shown in Figure 1.

Technology
Infrastructure
> Growth of Information
. Communication Technolog)
Finance .
Firms
Quiality Control
Independent Variables Dependent Variable

Fig 1 Conceptual Framework
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METHODOLOGY

This study used a descriptive survey design. Theyspopulation was identified from a sample
drawn from Computer Society of Kenya (CSK) onlirséadbase of registered ICT firms operating
in Kenya. The sampling frame, which is a set afrse materials from which to select a sample
(Turner, 2003), was CSK online database for regastdéCT firms operating in Nairobi. The
choice of Nairobi was informed by the fact that 8bt#oall ICT firms are based in Nairobi
(Nailab, 2008). This study used a pure random sagpéchnique to obtain 118 managers and
supervisors as the study respondents. The studg descriptive statistics and inferential
statistics to analyze the data obtained.

RESULTS

Out of the 118 questionnaires administered, 112ewiled and returned. This represented a
95.98% response rate, which is quite suitable tkenaafinale for the study. According to Dixon
(2012), a response rate of 50% is adequate whibs@onse rate greater than 70% is very good.
This agreed with Mugenda and Mugenda (2003), t5&% response rate is adequate, 60% good
and above 70% very good. This therefore implied résponse rate of 95.98% is very good.
Cronbach’s alphaoj was used to establish the reliability of the datdlection instrument.
Reliability is the ability of an instrument to draaut consistent results or measurements
repeatedly (Black, 2008). For each of the indepehdariables,o. was greater than 0.7; this
conforms to (Chang, 2005), that a minimum of O.Tueafor a is acceptable for a research
instrument. Validity was determined by use of cantealidity index (CVI). CVI was obtained
by adding up the items rated 3 and 4 in the queséive. A CVI of 0.876 was obtained. Oso and
Onen (2009) found that a CVI value of 0.70 is ataele as valid for a research, hence the
acceptance of the research instrument as valithi®study.

From the study findings majority 38(30.2%) agred&dtttechnology with basic information

system security skills is very important in theezptise for growth followed by 31(24.6%) who
indicated uncertain over the same statement. Rutiigestudy findings indicated that majority
37(29.4%) found it least important that there iddor technology advanced information
system security skills of employees. Majority 32@8%6) indicated that usual technology
information system security training for employegsmportant for growth of ICT firms. The

study also indicated majority 42(33.3%) that relaship between role of information system
security and skills needed to make your companwgsdmportant. This is further supported by
a high number 31(24.6%) that it's very important.

From the findings majority 42(33.3%) of the respemid agreed that better technological support
and proper infrastructure is key for informatiorstgm uptake for SMEs. A further 41(32.5%) of
the respondents agreed that in common informafetem infrastructures are vital to technology
enterprise success. This is supported by 32(25.M%4),agreed that efficient information system
infrastructure is a requisite for growth of ICTnfis. 43(34.1%) of the respondents agreed that
infrastructural support for information system s@gus crucial for ICT firms, while 51(40.5%)
agreed that establishing competitive informatiostem security infrastructures and standards
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are very important for growth among ICT firms. Ather majority 43(34.1%) also agreed that
availability of fibre optic networks may affect tieay SMEs adapt information system security.

A majority 38(30.2%) of the respondents agreed finance is important for ICT enterprises in
obtaining resources. Further from the findings mgjat4(34.9%) also indicated researching on
core and financial accounting software to leverdgehnology efficiencies enables ICT
enterprises to discover growth opportunities. 32(25 agreed that high cost of information
system security applications leads to use of miraggplications, with 41(32.5%) agreeing that
quick changes in technology have raised informatgystem overheads, thus lowering
information system adoption among ICT SMEs. A fartd5(35.7%) of the respondents also
indicated that investment in information securipgplications does not represent the value for
capital in firms with 44(34.9%) agreeing that thereerated VAT on information system
products have positively impacted on the succed€ofenterprises. A majority 50(39.7%) of
the respondents also agreed that high cost of nrdbon system security infrastructure
maintenance cost reduces its application.

The findings indicate that majority 40(31.8%) oéttespondents agreed that information system
guality plays a very important role in the typesefturity feature to be used. 38(30.2%) reported
that quality control ensures that the informatigstem in use by SMEs is secure and the end
result is performed effectively and efficiently.majority 37(29.4%) of the respondents indicated
that without information system quality managemsystems, it is difficult to determine the
value of growth in the firm. 28(22.2%) also strongigreed. Majority 32(25.4%) of the
respondents further agreed there is a direct oglsliip between role information security and
quality control to make a company grow, while 29(28) also strongly agreed.

A regression model was run to show the relationgi@fween the dependent variable and the
independent variables.

Y =0.86 + 0.72(TEC) + 0.64(INF) + 0.86(FIN) + 0.97(QCT)
Where Y= Growth of ICT firm QCT= Quality Control
TEC= Technology
INF= Infrastructure
FIN= Finance

The model shows that quality control had the mo8ténce on growth of ICT firms, followed
by finance, technology, and finally infrastructure.

DISCUSSION

The purpose of the study was to find out role &rimation system security in the growth of ICT
SMEs in Kenya. The variables examined were teclgylmfrastructure, finance, and quality
control. A review of related literature and emptistudies informed the construction of the data
collection instrument. The results indicate thatréhis a strong positive relationship between
technology, infrastructure, finance and qualityteolnon the growth ICT firms in Nairobi.
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Lane (2006) argued that ICT enterprises are defmedhe technology they use. She further
stated that using the wrong technology in busimesdributes to poor growth of ICT SMES in
the environment. When entrepreneurs do not implémenright technology in their firms, they
suffer business stagnation (Cooper, 2001). Thiswawith Gonzalez, Gasco and Llopis (2009)
who emphasized that correct choice of technologgsgential for any enterprise to grow in the
current ICT environment. Chang (2005), observed tiaaing the right technology with basic
information system skills enables workers withie #nterprise to understand how, when and
where to use that technology when needed. Hoffer @maub (1989) argued that standard
training of workers in computer information systetmaning enhances growth. There is always a
positive relationship between information systemd eompany growth, especially in SMEs that
use information systems frequently (Kontio, 2005).

Information technology infrastructure is esserttia¢énsure that information is effectively relayed
within the different firm organs (Techtarget, 201This implies that infrastructure is vital in ICT
SMEs since it helps in both information and resewharing, which lead to an effective and
efficient information system. Patel (2006) arguledt ttechnology infrastructure should cover all
enterprises that change or are changed by infoomatystems. Enterprise owners ought to
ensure that they have the relevant technology strisaeture in place. Greener (2008) observed
that technology and infrastructure are interlinkedlICT SMEs. Kiebel and Holmes (2001)
identified in their two case studies the adjustmaitinformation system infrastructures plays a
fundamental part in information system securityiglesnodels. The findings indicate that ICT
SMEs embrace infrastructure as paramount to tmeiwttp.

The findings on the role of finance on informatisystem security agree with those by Akrani
(2011) that without financial investment in inforioa systems, there is little room for the firm
to experience growth. His study stipulates thatwB&E owners and investors come together,
resources are acquired faster, raising growth aispand increasing revenue creation. The role
of finance in information systems may not only explhow ICT enterprises get resources, but
also how they spot opportunities for growth. Inepstdia (2012) suggested that with the proper
finances, businesses are able to achieve theirs.gGdlerefore ICT SMEs are capable of
operating successfully with adequate funds to enthat their objectives are accomplished.

Information systems are known to add value, whglan aspect of quality control. Shewhart
(2001) explained that adding value is an aspequafity control that many organizations avoid,
in spite of its contribution to growth. This is afitfor ICT SMEs, owing to the fact that many
enterprises are keen to add value to all aspedtseof products and services. Quality control is
an important issue in the development and impleatiemt of information systems, aimed at
application, structuring and increasing the marélatide (Alcala, 2010). To have lasting

associations with clients, ICT SMEs must ensure tihair quality control yields products and

services that exceed customer expectations. Folicappns to be acceptable, ICT SME

managers need to use feasible aspects that aredrédequality.
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IMPLICATION TO RESEARCH AND PRACTICE

Not all Kenyan ICT SMEs have embraced informatigstam security. These findings will help
ICT SME managers to better appreciate the rolenfairination security in the growth of their
firms. This will further sensitize SME firms to pabntrol checks ensuring information security
is effective and efficient in the ICT industry. Ehwill enhance public-private partnerships to
promote policies that regulate monitoring and eatdun of ICT firms in relation to information
system security.

This study will help avoid phishing, leakages ofidprints to competition, and safeguarding
integrity of information while making it availabli®r quick retrieval. Further, providing new
information that policy makers can use to impravetimation system security in ICT SMEs and
in the process address the needs of all stakelsolsleaddition, this will be significant to Kenyan
SMEs, technopreneurs, academicians and invest@rested in investing in the ICT sector.

CONCLUSION

Financial investment is important especially inamet$ to researching on core and financial
accounting software to leverage technology efficies enabling ICT enterprises to realize
growth opportunities. Without financial investmeémtinformation systems it is difficult for ICT
SMESs to experience growth or success.

Quality control measures influences the growth@F SMEs greatly, and must be established to
ensure that information system quality matchestype of security feature to be used. It is also
important especially in development and impleméomatof information systems aimed at
application structuring and increasing the marketdd. To ensure lasting associations with
clients, ICT firms must ensure that quality contodl their applications adds value to their
products and services. Using the I1SO certificaf@mnguality in information system security can
ensure SMEs are secure and the end result is pextoefficiently and effectively.

FUTURE RESEARCH

There is a need to audit ICT firms in Kenya to asstheir efforts to adopt ICT security
measures, and how they leverage this to createnpetdive edge in the ICT SMEs habitat.
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