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ABSTRACT: In this study, the levels of corporate approach to cybersecurity in the context of
reducing the risk of cybersecurity have been investigated using survey method in medium and
large enterprises in Gaziantep. In this context, as a result of the analysis of the data obtained
from 63 enterprises, it has been found out that the enterprises within the scope of the research
have a low level of corporate approach to cybersecurity. Also, it has been determined that there
are differences in the level of corporate approaches to cybersecurity according to the
demographic characteristics of the enterprises covered by the research.
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INTRODUCTION

Emerging technologies offer unique opportunities, but they also lead to cyber threats that can
cause unpredictable, complex, and irreparable damages. Businesses are beginning to use
technology in different areas and their cyber assets are now under multidimensional threats and
risks. These threats and risks are much more intractable than the traditional threats to the
business assets (theft, physical deterioration, wearing out, etc.) (Alter & Sherer, 2004; Carr,
2003; Goel & Chen, 2008). Businesses must take precautions to prevent seizure or
manipulation of any kind of information that belongs to them by unauthorized people. At this
point, the measures taken for cybersecurity should be managed by an institutional perspective
and they should not aim solely physical security or technological investment.

Investigations have shown that cyber threats are increasing day by day and the losses
organizations face due to cyber threats are also increasing (Marinos, Belmonte & Rekleitis,
2016; Ponemo Institute Research, 2015; Verizon, 2016). Businesses must take the necessary
precautions to combat cyber threats and relevant abuses that cause unrecoverable loss. Many
researchers have suggested that technological investments will be inadequate, the desired
results of those investments will not be achieved and they will result in failure, if the
investments which are intended for eliminating possible threats are made without sufficient
study (Dhillon & Backhouse, 2001, Baskerville, 1993, Straub & Welke, 1998, Sisaneci et al.,
2013). It would therefore be appropriate that those who use the technology especially for
public, commercial, and strategic purposes and who are engaged in storage, transmission, and
processing activities through these technologies begin combating cyber threats with
institutional methods that are far less costly rather than technological investments.

The installation, use, and management of the cybersecurity systems are viewed as an area with
little regulation or guidance. A number of studies emphasize that managers have not understood
this issue correctly, they have not given enough attention to the issue and their level of
awareness has been insufficient.(Vural & Sagiroglu, 2008; Barrett, 2003; Kudat, 2007).
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This situation delays the acquaintance of the enterprises with the concept of corporate
cybersecurity management and negatively affects the development of management tools and
the safe and efficient use of technology. In cases where senior management in the organizations
has begun to value the cybersecurity, we can see that they usually make another mistake by
appealing to quick fixes and day-saving remedies and by focusing on technology-based
solutions (Richardson, 2008). Cybersecurity can only be achieved by blending technological
and managerial elements of combat against cyber threats and using those elements
complementarily. In other words, businesses will be more successful and productive if they
deal with cyber threats at the corporate level.

In this study, levels of corporate approach to cybersecurity in medium and large enterprises in
Gaziantep was investigated by using survey method. With the data obtained in this study, the
level of corporate approach related to cyber safety of the companies was determined and
whether a difference in the corporate approach to cyber safety exists according to the
demographic characteristics was defined.

Corporate approach to cybersecurity

Cybersecurity is a broad concept that expresses the precautions taken against any threats and
risks to the information assets of businesses. In the literature, cybersecurity is used in the same
sense as the concept of information security since the consequences of a negative event in
cybersecurity will affect the information security (Solms & Niekerk, 2013).

Information security is focused directly on the protection of the information on the information
technology systems. But in cybersecurity, the main standards of information security, which
are privacy, integrity, and accessibility, are being addressed in a wider way, including
information and communication tools, systems, and technologies that provide access to
information on interconnected networks (Whitman & Mattord, 2009).

Corporate information security can be considered as taking precautions by carrying out
necessary security analyses in order to determine institutions' vulnerabilities by identifying
information assets and by protecting them from unwanted threats and risks. Corporate
information security is composed of complex processes that must be managed under one roof,
where many factors such as security, human factor, education, technology influence. The
process of standardization in the management of corporate information security around the
world is rapidly proceeding in order to manage these processes, to structure security systems
according to international standards and to provide information security at a high level (Chang
etal., 2001). The corporate information security policy is a set of instructions that encompasses
and directs all information security activities to ensure information security in institutions and
organizations, and consists of documents that include rules which must be complied by all
employees who are authorized to access corporate information resources. Although
information security policies differ for each organization, they usually contain general
expressions of employee responsibilities, security audit tools, goals and objectives of those
tools, and rules and regulations governing the management, protection, distribution and
maintenance of important functions of corporate information assets (Kalman, 2003). Today,
the standards and practices of methods, tools and audits that can combat cyber threats and risks
are being developed every passing day in order to remove them or at least reduce them to an
acceptable level.

Cybersecurity can only be achieved by blending technological and managerial elements of
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combat and using those elements complementarily (Berghel, 2005; Sundt, 2006). Sisaneci et
al. have listed the cybersecurity components that should be based on the development of the
cybersecurity capacity in each institution according to its own needs as follows (Sisaneci et al.,
2013):

e The cybersecurity approach should be holistic.
e Flexible management style should be adopted.
e Risk management based, continuous improvement methods should be applied.

e For security, besides achieving the coordination of public, private, academic circles, it
should also be focused on non-governmental organizations, international cooperation and
information sharing.

e Transparency, accountability, ethical values and freedom of expression should be
considered.

e It should be able to adjust the balance between security and practicality.

There are not enough studies in the literature about the corporate approach to the cybersecurity.
For example, in some studies it is emphasized that managers have not understood cybersecurity
correctly, they have not given enough attention to the issue and their level of awareness has
been insufficient (Vural & Sagiroglu, 2008; Barrett, 2003; Kudat, 2007). Segev et al.
emphasized the importance of focusing on non-technological elements in the battle against
cyber threats in organizations, and highlighted non-technological components (Segev, et al.,
1998). Von Solm noted that cyber threats can only be tackled on the basis of organizational
and institutional qualifications, legal requirements, best sectoral practices and security
technologies (Von Solms, 2000).

Since there is not enough study about the corporate approach to cybersecurity, the level of
corporate approach to the cybersecurity of medium and large enterprises in Gaziantep is being
investigated in this study. Therefore, it is expected that the findings of this study will contribute
to the literature. Based on the assumptions that the levels of corporate approach of the
businesses are low, and the levels of corporate approach differs according to the demographics
of the enterprises, the following hypotheses will be tested in this study:

Hypothesis 1: The levels of corporate approach of businesses to cybersecurity are low.

Hypothesis 2: The levels of corporate approach of enterprises to cybersecurity differ according
to their demographic characteristics.

RESEARCH METHODOLOGY

In this study, broadly the levels of corporate approach of the businesses in Gaziantep to
cybersecurity and whether their approaches to cybersecurity differ according to their
demographic characteristics are investigated. Therefore, the scope of this research is limited to
those subjects. This work was made in medium and large scale manufacturing companies
operating in Gaziantep province of Turkey in 2017. A 5-point Likert scale was used as the data
collection method in the study. The cybersecurity corporate approach scale used in the work
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was adapted from the study of the Japan Information Technology Promotion Agency's
Information Security Management Benchmarking System (http://www.ipa.go.jp).

As of January 2017, there are 324 medium and large scale manufacturing enterprises registered
in the Gaziantep Chamber of Industry. Therefore, these 324 enterprises constitute the main
mass of the work. Convenience sampling method was used in the study and by utilizing this
method, 63 surveys were conducted through face-to-face interview. The data obtained from 63
enterprises were analyzed in the SPSS statistical package program. In this context, the data
obtained in the study analyzed through descriptive statistics, factor and reliability analyses,
Kruskal-Wallis (H), and Mann-Whitney (U) tests.

FINDINGS

The data obtained in the study were analyzed using the SPSS 22 statistical program. The
findings of those analyses are as follows:

Table 1. Findings Related to Demographic Characteristics

Quantity of Critical
Number of Employees F % | Information of the F %
Company
50-249 3o | 90, | Almostno critical 3 48
8 | information.
249 + 31 | 49 | Small amount of the 13 | 206
2 | information is critical
Half of the information is
Annual Turnover of the Company (USD) critical 44 | 69,8
100.000-1.000.000 3 | 4, | Mostoftheinformationis 15 | 4 g
critical.
1.000.000-10.000.000 26 41, Dep_endency _Lg\{el to Informatics in
3 Business Activities
10.000.000-100.000.00 16 Zf’ Less than %25 11 | 175
100.000.000 + 18 258’ %625-%50 22 | 349
Cyber Threats Encountered %50-%75 8 12,7
Companies That Encountered 55 8?? " %75+ 22 | 349
Companies That NOT 12,
Encountered 8 7 Total 63

As seen in Table 1, 50.8% of enterprises participating in the survey are large enterprises (over
250 employees) and 49.7% are medium scale enterprises (50-249 employees). 53.9% of these
enterprises have an annual turnover of more than 10 million USD and 41.3% of them have an
annual turnover between 1 and 10 million USD. 82.5% of the participating enterprises have
25% or more dependency on informatics. In other words, these businesses have a high IT
dependency and any problem can negatively affect business activities to a great extent. More
than half of the information asset of the 74.6% of the businesses which participated in the study
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are critical. In addition, 87.3% of the businesses participated in the study encountered a cyber
threat. The vast majority of the enterprises covered by the survey are highly dependent on
informatics and they are exposed to cyber threats. This suggests that businesses should pay
more attention to cybersecurity in order to avoid disruption in business activities and any
unrecoverable losses.

Table 2. Descriptive Statistics, Factor and Reliability Analysis

. Factor
Corporate Approach to Cybersecurity Mean| St. Dev. Loading Alpha

1,74 1,015 | 0,832

Our organization has written rules and policies

regarding information security.

Our organization has taken into account the risks

and security vulnerabilities that may arise in critical

areas while creating written rules and policies on
information security.

The rules and policies regarding our organization's

information security comply with the relevant laws | 1,74 | 1,046 | 0,803

and regulations in our country.

Information technologies that our organization

owns are managed by classifying them according | 2,39 | 0,833 | 0,793

to their importance.

Our organization takes the necessary security

precautions at all stages of the information life

cycle (Information life cycle: creation, usage, 2,41 | 0,612 | 0,684

storage, transmission, processing and destruction

of information).

Our organization incorporates necessary security

measures in the clauses of the contracts while

purchasing services regarding information
technologies.

All of our employees are clearly informed about

their information security responsibilities.

Our organization regularly provides information

security trainings to all employees.

General Average 1,94 | 0,867
Factor and reliability analyses were conducted for the variable scale of the corporate approach
to cybersecurity which is used in the research. As can be seen in Table 2, the factor loadings
of this variable are generally high and the variables are loaded into the relevant factor. This
shows that the survey questions used to measure this variable have a unity and they were loaded
into the relevant variable correctly. Furthermore, it can be said that as the Cronbach alpha value
(0,911) is high, the scale used in reliability analysis is highly reliable.

1,73 | 1,034 | 0,922

0,911

1,69 | 0,835 | 0,855

2,25 | 0,761 | 0,648

1,55 | 0,798 | 0,738

In Table 2, the mean and the standard deviation values of the corporate approach to
cybersecurity variable and the findings related to the factor and reliability analyses are given.
Participants' levels of involvement related to their organizations’ corporate approach levels of
cybersecurity were measured by responses between 1 and 5 (1 = lowest, 5 = highest
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participation) in the study. As is evident from the table, it was found that the average values of
the variables regarding the corporate approach levels to the cybersecurity of the enterprises are
under 2.5 and the general average is 1.94. This suggests that the levels of corporate approach
to the cybersecurity in the surveyed enterprises are generally low. Hence, among the
hypotheses tested in the context of the research, the hypothesis of "enterprises have low levels
of corporate approach to cybersafety"” has been supported.

The second hypothesis of the study was analyzed by the H and U tests because the data obtained
within the study were not normally distributed (at the result of Kolmogorov Smirnov test) and
the sample size was insufficient for some groups (n <7).

Table 3. Kruskal-Wallis (H) Tests

Dependency Level to Informatics in Business Activities

Frequency] Mean | DF | X2 Sig.
Rank
Less than %25 11 23,59
%25 - %50 22 18,82
b 3 (36,185 | 0,000
%050 - %75 8 30,56

%75 + 22 40,91
Quantity of Critical Information of the Companies
Frequency] Mean | DF| X2 Sig.

Rank
Almost no critical information 3 23,00
Smgll amount of the information is 13 32.50
critical 3 | 1,764 | 0,623
Half of the information is critical 44 31,76
Most of the information is critical 3 42,33

Annual Turnover of the Company (USD)

Frequency] Mean | DF| X2 Sig.
Rank
100.000 - 1.000.000 3 17,00
1.000.000 - 10.000.000 26 23,40
10.000.000 - 100.000.000 16 32,63 3195751 0,000
100.000.000 + 18 46,36

As shown in Table 3, there is a statistical difference of 1% in the corporate approaches of
cybersecurity of business activities according to their dependency levels to informatics. That
is, the levels of corporate approach of businesses to cybersecurity differs according to their
dependency levels to informatics in their activities. To determine among which groups this
difference exists, Tamhane test was utilized. As a result of the analysis made, there is a
difference of 1% between the enterprises with a dependency level of more than 75% to
informatics and with the enterprises less than 25% and between 25% and 50%. In the same
way, there is a difference of 5% between the enterprises with the levels of 50% and 75%. There
is not any statistical difference between the other groups. According to this result, the
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enterprises with a dependency level of more than 75% to informatics in their activities have
higher levels of corporate approach to cybersecurity than the other enterprises.

It has been found that there is no statistically significant difference between the levels of
corporate approach to cybersecurity according to the amount of critical information that the
businesses possess. To put it another way, the levels of corporate approach of the enterprises
to the cybersecurity in the study do not depend on the amount of critical information possessed.
In other words, the levels of corporate approach of these groups to the cybersecurity is
statistically same.

As shown in Table 3, it has been found that there is a difference of 1% between the levels of
corporate approach to cybersecurity of the enterprises according to their turnover. In other
words, there is a difference in the levels of corporate approach to cybersecurity of the
enterprises with different turnovers. To determine among which groups this difference exists,
Tamhane test was utilized. As a result of the analysis, it was determined that there is a statistical
difference of 1% between the enterprises having annual turnover of over 100 million USD and
with the enterprises having annual turnover of between 100 thousand and 1 million USD and
between 1 million and 10 million USD. Enterprises with an annual turnover of over 100 million
USD have a higher level of corporate approach to cybersecurity than these businesses. This
shows that the levels of corporate approach to cybersecurity increase with the rise of the
incomes of enterprises. There is not any statistically significant difference between the other
turnover groups in the study.

Table 4 Mann Whitney (U) Tests

Encounter with Cyber Threats
Mean .

Frequency Rank Sum of Ranks U Sig.
Yes 55 34,58 1902,00
No 8 14,25 114,00 78,00 | ,003
Total 63
Number of Employees

Frequency Ilzz/laer?lg Sum of Ranks U Sig.
Between 50 and 249 32 19,70 630,50
259 or more 31 44,69 1385,50 102,50 | ,000
Total 63

As shown in Table 4, it has been found that there is a difference of 1% between the levels of
corporate approach to cybersecurity according to the encounter of the enterprises to cyber
threats and the number of employees. Within the scope of the research, it has been determined
that the enterprises that have encountered cyber threats have higher levels of corporate
approach to cybersecurity than those who have not encountered cyber threats. According to the
number of employees of the enterprises covered by the research, it was found that the levels of
approach to cybersecurity was higher in the enterprises with more than 259 employees. In other
words, large enterprises have higher levels of corporate approach to cybersecurity.

The hypothesis “The levels of corporate approach of enterprises to cybersecurity differ
according to their demographic characteristics”, which is tested in the study, is supported by

49
ISSN: 2052-6393(Print), ISSN: 2052-6407(Online)


http://www.eajournals.org/

International Journal of Business and Management Review
Vol.5, No.8, pp.43-52, October 2017
Published by European Centre for Research Training and Development UK (www.eajournals.org)

the findings obtained through the H and U analyses (Table 3 and Table 4). When we take into
consideration the demographics of the enterprises, it is determined that there are statistically
significant differences between the levels of corporate approach to cybersecurity with one
exception (according to the amount of critical information that enterprises have). This situation
provides the sufficient condition to support the second hypothesis tested in the research.
Because in order to support this hypothesis, the difference of the level of corporate approach
to cybersecurity is sufficient according to at least one demographic characteristic.

CONCLUSION

In this study, in general the levels of corporate approach to cybersecurity of enterprises are
analyzed. In this context, as a result of the analysis of the data obtained from medium and large
enterprises in Gaziantep province of Turkey through the survey method, the following
conclusions can be drawn:

In this study, it is determined that the vast majority (87.5%) of the enterprises covered by the
survey encountered cyber threats and the vast majority of these enterprises (82.5%) have a
dependency level of more than 25% to informatics. On the other hand, it has been found that
the levels of corporate approach of enterprises covered by the survey to cyber safety are low
(1.94 out of 5). This suggests that the levels of corporate approach of enterprises to
cybersecurity are inadequate. Because the majority of the enterprises covered by the survey
encountered cyber attacks. It is therefore necessary for businesses to give more importance to
cybersecurity and to approach to cybersecurity at corporate level in order to prevent the
disruption of their business activities, and to avoid any unrecoverable losses and cyber attacks.
Otherwise, they may have serious problems in their operations and in maintaining their assets.

It has been found out that there is a statistically significant difference between the levels of
corporate approach of the enterprises to cybersecurity according to their dependency levels to
informatics in their activities. That is to say, the corporate approach of businesses to
cybersecurity differs according to their dependency levels to informatics in their activities. This
difference was found to be between the enterprises which have a dependency level of more
than 75% to informatics in their activities and the enterprises with a level of less than 25%,
between 25% and 50%, and between 50% and 75%. There is no statistical difference between
the other groups. The enterprises which have a dependency level of more than 75% in their
activities have a higher level of corporate approach to cybersecurity than that of other
enterprises. In other words, as the dependency level of the enterprises to informatics increases,
their approach to cybersecurity is more institutionalized. This is a natural outcome.

In this study, no statistically significant difference between the levels of corporate approach to
cybersecurity was found according to the amount of critical information that businesses
possess. This result shows us that the levels of corporate approach of businesses to
cybersecurity do not depend on the amount of critical information of the enterprises. In fact, as
the amount of critical information that businesses possess increases, it is expected that the level
of corporate approach to cybersecurity will be higher. However, as we could not draw such a
conclusion from the study, this situation may result from the data obtained in the research or
from the interpretation of the enterprises that all the information they possess as critical at the
same level.
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As a result of the research, it was determined that the levels of corporate approach to
cybersecurity differs according to the turnover of the enterprises. This result shows us that as
the incomes of the enterprises increase, they approach institutionally to cybersecurity. In
addition, it has been found that the enterprises that encountered a cyber threat have a higher
level of corporate approach to cybersecurity than the ones that did not encounter a cyber threat.
According to the number of employees of the surveyed companies, it was determined that the
levels of approach to cybersecurity were higher in the enterprises with more than 259
employees. In other words, we can see that large enterprises have higher levels of corporate
approach to cybersecurity.
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