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Abstract: It is essential to understand the current trends in regards to future-oriented
prevention management within the chemical industry. Concepts that lead to the next
generation of properly managing prevention within the industrial chemical areas are
discussed in this article. The first concept concentrates on the concerns surrounding
integrated design security and safety; the second concept analyzes the concerns
associated with collaborating several chemical plants in an effort to increase
sustainability of activities and the environment of the locale.
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1.0 INTRODUCTION

In comparison to the first decades of the twentehtury, the amount of plants that

presently handle hazardous chemicals has increasmdhously as a consequence of the
increasing varieties of processes and productdrezfjbby consumers. Lozano, R. (2007)
stated that the adverse sides of this influx, mplants are being built closer to one

another, and closer to well-populated neighborhoédtbough it is possible to decrease

the amount of non-major accidents, such as lose tincidences and first-aid related

injuries, by taking proper preventative measutas, difficult to decrease major accidents

from occurring. In fact, statistics show that tmeoaint of major accident incidences that
occur has increased overtime.

According to Gibbs, D., & Deutz, P. (2007) that tbemical plants did not take the
vulnerability of the security systems into consad&m, except when they were forced to
consider them due to special circumstances. Thenicaé industry specifically, being
subjected to risks that could potentially causeesewaccidents to more than one plant at a
time, had to include security implications into ithdaily operations, to ensure that
incidents that are intended to cause damage waildreak havoc on the industry.

Additional research that is ongoing is imperativ@rider to control man-made hazardous,
regardless if these hazardous are intentional ar Tas research will help prevent an
increase in the amount of accidents that occurimvitie chemical industries. Little work

gone to analyze the frequency on the basis ofsstati output rather than descriptive
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procedures. This was a need to move forward wheméeds to evaluate actual output
was. It is imperative to investigate, elaboratel promote different ways that man-made
disasters can be prevented in the processing agmical industries, both from a safety
and security stance. Two important concepts athdurdiscussed throughout this piece
of work. The first concept is the utilization of design-based security and safety
mechanisms within chemical plants, along with tleéatronships that exist amongst
security and safety. The second is the possibiityelaborating and introducing
collaborative means in which chemical industriakgacan be spoken of.

2.0DESIGN BASED SECURITY AND SAFETY

The concept of applying preventive measures akdagsessments regarding security and
safety are similar to one another, but there ase differences that exist as well. The
differences between these two concepts are beti@erstood by obtaining a thorough
explanation of the various security and safety sritkat exist. CCPS (2000), defines
safety risks as “a measurement of injury, enviromi@ledamages, or economic losses in
terms of the likelihood of incidents and the extdmt the instances cause injuries or
loss.” When defining a safety risk, the definitiml often times bear the definition that
something accidental is executed. Somebody whadstéo cause damage to a chemical
facility or steal chemicals proposes a differemetyof risk, which is a security risk
analysis. Security risks are considered to be espyas; they differ greatly from safety
risks. Defined, a security risk is “ the likelihotitat a threat will cause an exploitation or
specific type of vulnerability to a particular tetgor targets to cause a specific type of
consequence” (CCPS,2003).

Security and safety risks can be classified asdwepts that are related to one another,
but possess a different basis. The two definitignen for safety and security risks are
not the only two definitions that exist. Safetydesfined in many different ways. Holtrop
& Kretz (2008) define safety as a type of protattamainst the threat of technical and
human failure. Hessami (2004) regards that saetyténded to harm individuals by non-
intentional events, human errors, or process exansbe these types of non-intentional
happenings. Security on the other hand, Holtrop #tK (2008) state is a type of
protection against a deliberate act evoked by diviolual or individuals. Hessami (2004)
explains that security causes loss by an intentactgperformed by a single individual or
a group of individuals.

Security and safety are different in regards to thture of incidents. A safety risk is
something that is done in a non-intentional manrsegurity risks are intentional
wrongdoings. When it comes to security, aggresspespresent who are reacting by
influence within the physical environment or forrgenal reasons (George, 2008).
Aggressors may decide to carry out their intenfieasks from within a firm or outside of
a firm. It can be extremely daunting to determireew a security risk may arise, because
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these risks are often times unpredictable (John2t@@4). Being able to identify security
threats and the developmental measures that amidodl or individuals has to go
through to create a threat is a challenging andotextask.

The concepts of safety and security differ in thpraaches that they take. When it comes
to safety assessments, a risk will be detectedesabliated by utilizing probabilities and
consequences. When it comes to a security assessthezats will be detected and
evaluated by utilizing vulnerabilities, consequeny@nd the attractiveness of the specific
target (Holtrop & Kretz, 2008). These two differeapproaches can lead to the
requirement for various complimentary proctectiveasures in regards to security and
safety to be taken. The different characteristiczg tare attached to security and safety
could be as when safety is defined to compriseintamtional acts, the incidences nature
does not pose an inherent risk to the firm; No eggprs present and risks associated are
rational in nature. While security forms the looést the incident is caused by an
intentional incidence from a human; and; if theseaihuman aggressor perpetrating the
act plus the threat may have a symbolic meaning

In order to avoid a conflicting situation, integrdt approached are required. An
integrated approach will employ risk assessmentematurely, allowing proper
arrangements to be made during a proactive stage/ K&y applying an integrated
approach, can safer situations, awareness, argraifitg exist (Holtrop & Kretz, 2008).
Fontaine et al. (2007) states that by integratiegusty and safety concepts the results
will provide a cost-efficient means for protectiveasures. Safety and security measures
can be integrated by utilizing an inherently safirsign, because secure chemical
processes are the by-products of applying the ipies of a safety-related design.

Inherently safer designs are designs that avoidiridazaltogether, instead of simply

controlling the hazard from occurring. This is dapecifically by reducing the amounts

of dangerous substances and the numbers of hazaogeuations within chemical plants

(Herndershot, 2010). The methods used should wossftheir attention on evaluations of

the proposed designs for safety, instead theseoatetbhould emphasize on properly

synthesizing a safer plant, which in the end, allo make the plant more secure at the
same time.

Safety of chemical processes can be achieved threxgernal and internal means.
Inherent safety relates to intrinsic propertiepdcesses, for example, they utilize safer
chemicals that will make for a safer operation. €ssence of utilizing inherent safety is
intended to remove and avoid hazards, as opposeamritvolling them by enforcing
protective systems (Kletz & Amyotte, 2010).

The inherently safety chemical concept for a facis something that has been known
about for years. However, despite the benefitshtd safety measure, which benefit
health, safety, and the environment, along withab&t benefits, there have only been a
few applications utilized within chemical plant dgss. Progress has been made within
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this area, but there are still some obstaclesrthatt be overcome in order to make this
concept work. Inherently safer design will requaechange in approach. Instead of
assumptions that large portions of hazardous nadéecan be kept in a controlled state,
there needs to be an attempt to remove the hazardaterials or use alternative benign
materials in their place. Changes to actions withim chemical industry are not easily
accepted, especially when it comes to shiftingtaéitional design ideas of plants to rely
on specific safety systems. The traditional apdreadhat have been taken in the past,
have proven to be useless. Traditional approactesa cost-efficient, with adding on
additional safety systems, additional staff neettetde hired on to maintain the added
features for the entire life of the plant. This reesed the lifetime costs of the
organization, as well as required ongoing trainamgl keeping up with documentation
etc.

The inherently safer design method, which had resnbconsidered in the past had
recently become an important method to exercishinvipprocessing industries. Inherent
safety will not only yield an immense amount of &&s and be cost-efficient, but it will
also ensure that plants are more secure, leadingh&rently more secure chemical
operations. When applying inherently safer desigimcpples, intentional and non-
intentional disasters are able to be prevented incoat-effective mannerism.
Understanding the relationships between inheresatfgr design aspects and security can
be a little daunting at first. Each piece that esra purpose within the chemical plant
needs to be critiqued.

Several inherently safer design features includetenisification, Substitution,
Attenuation, Limitation of Effects, Simplificatioh,ayout, Open construction, weak roof
tank, software, tolerance of misuse, making statear, east of control, and incorrect
assembly impossible. These features have varyiggeds of impacts on plant security
systems. However, all of these features need tocdresidered when applying an
inherently safer design to a plants infrastructuhéch shown in the points that clarified
by Moore, D. A. (2010).

The subject of design-based safety has been aatpait of research for years. Taking
all of the inherently safer design features intcoamt can help a chemical company
impact their safety and security protocols. Thecpss of designing a piece of
architecture with security in mind is referred te &rime Prevention through

Environmental Design, which is often times abbreadaas CPTED. This method entails
building a piece of architecture to reduce the opmities or the fears of crime and
overall disorder. Aside from implementing inhergnttafer designs for chemical
processes, another unexplored field of interesutiszing the CPTED concept for

processing industries. By utilizing this approaelithin security designs of a chemical
industrial facility, different traditional securitgrecautions will be put in place. Barrier
techniques such as alarms, locks, gates and fewmdesieed to be added to the
architecture of the building. CPTED utilizes thevieonment to help meet pressing
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security goals along with technical and physicakgctive measures. The concept behind
environmental security designs is based on threectiions relating to space: (i)
Desgination: What is the purpose that the spaggaaded for?, (ii) Definition: How can
the space be defined? What social, technologieghl] and psychological ways can the
allotted space be defined? (iii) Design- Is theglesd space able to support intended and
prescribed human behaviors?

3.0THE COLLBORATION CONCEPT

Collaboration along with competition helps to paeialternative, otherwise known as
simultaneous paths for success. Therefore, whecomtes to business and nature,
individuals that are in charge of making the detisi must be made aware of
collaborating and competing with others are valporate strategies. Collaboration is
the highest levels of involvement. Lozano (200 guas on the point that only the highest
partnership levels amongst companies will be abldélp to balance environmental,
economic, and social dimensions that lead to tt@ngéng towards a sustainable society.
Even though collaborations are things that manysides know of and appreciate,
additional optimization of arrangements is plausibBy entering into collaborative
relationships and agreements with other firms, myamzation will be able to reap the
benefits of other options that would have not bexade available to them otherwise. For
example, organizations will be able to take advgetaf better market access, swapping
technologies, lower R&D risks, larger economiesstale, elevated security and safety
standards etc. Collaborative arrangements will léadsustainable situations and
solutions. Research suggests that developing lemg-arrangements with industrial parts
by means of collaboration is hindered by barribis exist inter-firms. Studies suggest
that there are problems that can be related toirghamformation that is intended to
remain confidential and depending on the assistaf@itsiders, possible instability of
collaboration can occur. Gibbs and Deutz (2007)elsel that with the few examples of
networks that they found amongst firms that indakparks that are within their earlier
stages of development are finding linkages to erg@l things they may consider in the
future, but are not something real that they pondetoday.

In order to use collaborability, two firms (at |®aseed to collaborate amongst each
other to increase the sustainability of their atés and their environments.
Collaborability for a specific chemical industry pdsd how the strengths of sharing
knowledge from various plants that increases thgpeu from the public and from
authorities, or/and increase in safety. Such isiasly increasing in security,
efficiency, and off course eventually increasedpiativity. But there is also noticeable
weaknesses, when few and between structural fimgreosts, when set up requires
alignment and pioneering of all plants involvedpag@ntly when long term visions of all
companies. The opportunities that exist increasdéomg-term know how, purify the
public image of chemical industries towards, desega long-term costs, and creation of
additional business opportunities or uses the lbghpet to integrate it with additional
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expansion to boost the needs and economics. Manggeas and CEQO’s concerns about
any threats that might yield to the loss of coafitlal company information, trust can be
violated between firms specially there is whatezhlbusiness intelligence or what looks
to be intellectual property, maintaining individyshnt independence.

The security levels within chemical industries arhanced, as proposed by the
collaborability concept, companies neighboring finen would collaborate for a joint
investment within the enhanced security measufesy tvould then jointly work out
security programs that would protect all of thenpisees included. These collaborations
would be a lot more effective and efficient thansiagle plant taking the security
approach on their own. Increased know-how in sgcuneasures, and equal funding will
make keeping the security systems in tow an eésatrto accomplish. Here comes the
need for technology transfer polices applicationd aven technology acquisition could
have its signature to reach such concepts.

4.0 CONCLUSIONS

The chemical sector is comprised of various faesitthat all come with their own sets of
risks. Major risk factors are known due to the antswf accidents that have occurred in
the chemical industries since their implementationthe early nineteenth century.
Additional focus within the chemical industries Haeen given in an attempt to decrease
the amount of risks that the industries face eitheinternal or external factors. Aside
from applying chemical plant safety protocols, &iddial initiatives have been taken to
increase the amount of security within the plastsvall. This helps in the prevention of
chemical disasters. Utilizing the principles of &Y and design-based safety within the
processing and chemical industries, secure and sdiemical industrial parks and
chemical plants can become a reality.

Even though there are a lot of chemical compaiasdre grouped into industrial parks,
security efforts are currently only being taken ipgividual chemical facilities, as
opposed to the whole. At the present time, theeenar concepts that are available for
increasing the collaboration amongst chemical iteesl But, having to deal with cross-
company threats may prove viable in eliminatingusig risks and preventing disasters
caused by malfunction. Management of cross-compemards need to be developed
within industrial parks of the chemical industry.

Pictures are beginning to emerge of industrial dbamclusters that set their
sustainability standards by engaging in intensie#aboration efforts. The increased
complexity of organizations, chemical processes, elmemical logistics, has increased
public involvement, and this is something that cloain plants need to take into
consideration. The challenge is going to be devetppefficient and effective
collaborability concepts within chemical industrélisters, which will lead to integrated
sustainable chemical industrial parks that have kenm and solid advantages over their
competitors.
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